Appendix 5
2023-25 IT ADDENDUM 


Only use this addendum if your decision package includes IT costs 
Part 1: Itemized IT costs 
Complete the 2023-25 IT Fiscal Estimate Workbook. This workbook will identify the IT portion of the decision package. 

In the workbook, agencies must itemize all IT-related costs, including hardware, software, services (including cloud-based services), contracts (including professional services, quality assurance, and independent verification and validation), or IT staff as required in ESSB 5693 Sec. 150(4)(a)(i-ix). 

Part 2: Questions about facial recognition and supporting the reuse of existing state resources
	A. Will this investment renew or procure a facial recognition service?
B. Does this investment provide for acquisition of, or enhancement to, an administrative or financial system as required by technology policy 122 - administrative and financial system investment approval ? 
	☐Yes	☒ No
☐Yes ☒ No



	C. If Yes to question B, has this decision package obtained OCIO and OFM Administrative and Financial System review approval?
· If Yes, attach the approval letter.
· If No, the decision package should not be submitted.  Recommendation will be “Do Not Fund.”
	☐Yes	☐ No


	D. For DCYF, DOH, DSHS, HCA and the Washington Health Benefit Exchange only: Has this project been screened for inclusion in the HHS Coalition portfolio? 
	☒Yes ☐ No


	E. Does this decision package support the adoption of modern, cloud-based technologies?
	☒Yes ☐ No



Part 3: Maintenance level decision packages 
The questions in Part 3 are for Maintenance level decision packages and need to be answered. (If this is a policy-level decision package, skip Part 3 questions and respond to all questions in Part 4 and Part 5.) 
	A. Is this renewal for an existing software or subscription? 
B. Does this continue a current maintenance contract?
C. Does this decision package fund the acquisition or expansion of hardware capacity? 
If Yes, where is the hardware solution hosted?            ☐ State Data Center.
                                                                                          ☐ External Cloud.
                                                                                    ☐ Other location. 
D. Is this a routine, planned replacement of aging hardware or equipment? 
If Yes, where will the hardware solution be hosted?     ☐ State Data Center.
                                                                                     ☐ External Cloud.
                                                                                     ☐ Other location. 

E. Has the agency performed research to determine if a modern cloud solution is available for this maintenance investment?
	☐Yes	☐ No
☐Yes	☐ No
☐Yes	☐ No




☐Yes	☐ No





☐Yes	☐ No

	




Part 4: Policy level decision packages 
The questions in Part 4 are general questions for policy-level decision packages. 
A. Type of Investment - Identify the most relevant decision package investment classification from the following list (select one):
	☐ Addresses technical debt.

	☐ Cloud advancement. 

	☐ Continues existing project. 

	☐ Critical hardware upgrade. 

	☒ Improves existing service. 

	☐ Introduces new capabilities. 
☐ System modernization. 


	B. Does this decision package fund the acquisition, development, enhancement, or replacement of a new or existing software solution?
If Yes, where will the software solution be hosted?        ☐ State Data Center
                                                                                            ☒ External Cloud
                                                                                            ☐ Other location.
	☒Yes	☐ No



	

	C. Do you expect this solution to exchange information with the state financial system (AFRS) or the OneWA solution (WorkDay)?
D. Does this decision package fund the acquisition or expansion of hardware capacity?
If Yes, where will the hardware solution be hosted?       ☐ State Data Center
                                                                                            ☒ External Cloud
                                                                                            ☐ Other location.
	☐Yes	☒ No


☒Yes	☐ No



	E. Does this decision package fund the continuation of a project that is under OCIO oversight? (See Technology policy 121.)
If Yes, name the project: 

____________________________________________________________
(Project name published on the IT Dashboard)
	☐Yes	☒ No
	

	
	
	


Part 5: IT investment prioritization and scoring questions
All policy level decision packages must provide a response to the following questions. Responses will be evaluated and ranked by the OCIO as required by RCW 43.88.092. The criteria scoring scale being used by the OCIO to evaluate and rank decision packages is available on the OCIO Decision Package Prioritization website. See 23-25 Decision Package Prioritization Criteria. 

Agency Readiness
Due diligence. Summarize the research, feasibility or due diligence work completed to support this decision package. Attach a copy of the feasibility study or other documentation of due diligence to the decision package. 
In early 2020, the Department worked with expert vendor partners to conduct a rapid cloud readiness assessment. The recommendations informed the architecture, strategy and development of a cloud environment and urgent migration of overwhelmed disease reporting systems to the cloud to support our COVID-19 response. 
Governance and management. What governance processes will support this project? Examples of governance processes include appropriately placed executive sponsor, representative steering committee, resourced vendor/contract management, change control, and incorporating stakeholder feedback into decision making processes. Provide examples of how your proposed budget includes adequate funding and planning for governance processes, if applicable.

The Department of Health (DOH) is committed to effective management of information technology (IT) in support of public health programs and services. New technology offers capabilities that are needed to fulfill the agency mission and goals. DOH has established an IT Governance Group to oversee Information Technology projects, ensure processes are followed, documented, and approved in compliance with requirements of the State of Washington and the Department of Health.  

During the COVID-19 pandemic, a large Incident Management Team (IMT) was activated to set objectives and oversee a critical set of response missions in Washington state. One urgent need after another demanded a technical remedy. Following the emergency declaration, every available resource was diverted to support COVID-19 response. Key leaders, data scientists, and technologists mobilized and began serving as a de facto governance group to identify priorities, requirements, and solution strategies. Project management artifacts were rightsized to balance the need for clarity on scope, schedule and budget with the challenging pace and workload. We adopted agile project management methodologies and tools to support rapid cycle feature delivery and enhancement.


When we are not fighting a global pandemic and can be more planful, all IT projects are required to use the Department of Health Project Initiation Process. The Project Initiation Process requires business to seek expert assistance from DOH Technical Operations in the development of project proposal documentation. Together, we assess risk and impact using the IT Project Assessment (ITPA) Tool to determine level of OCIO visibility/oversight. A Business Case is submitted to the IT Solutions Team for analysis and development of recommend solution options and cost estimates. Next, a decision paper goes before the agency IT Governance Group for scoring and a decision on approval to add the project to the agency queue or not. Based on the results of the ITPA, external quality assurance and Organizational Change Management may be engaged and OCIO oversight initiated. Once the project is active, our CIO or designee partners with the Executive Sponsor to manage resources and sits on the Project Steering Committee. The Project Steering Committee, which includes the Executive Sponsor, Business Sponsor, Project Management Team, and key stakeholders, assumes responsibility for project governance until the project concludes. If a major project, the assigned OCIO Consultant and External QA Consultant also attend. 

The investments made to modernize technologies and systems during our COVID-19 response are continuing to serve public health. Decision-making structures have become more formal, with product/platform steering committees and governance groups representing stakeholder interests, setting priorities, and guiding issue resolution and enhancement decisions. 

Planning and readiness. Describe how your agency will resource the implementation of this investment request. Will in-house resources be used, or will resources be acquired? How has organizational change management been factored into planning and approach? Does the investment require a project management approach to be used? Describe whether project and organizational change management resources are included in this request or will be provided by in-kind resources. Describe whether the proposed budget includes costs associated with independent quality assurance. 

All IT projects are required to use the Department of Health Project Initiation Process. The Project Initiation Process requires business to seek expert assistance from Health Technology Solutions in the development of project proposal documentation.  During the preinitiation stage of a project the IT Solutions Team evaluates the need for resources and their technical expertise level to best support the project.  

Project Management resources at various experience levels are needed to support enhancement efforts on systems across the program areas transitioning to use the shared and enterprise solutions and cloud environment. No external Quality Assurance (QA) funding requested, since planned activities do not rise to the risk and severity level where necessary. Although we do exercise internal QA and testing in accordance with best practices.
 
The Department of Health assesses the degree of organizational change presented by each project through a series of questions in the IT Business Case document which is developed in the pre-initiation phase. The scope of expected change drives the level of organizational change management employed during the project. The department has selected the Prosci ADKAR Model which is a goal-oriented change management model to guide individual and organizational change. We have invested in training to certify agency staff in application of the ADKAR model to guide staff, partners and customers engaged in business and IT projects through the change and to successful completion.  

Senior leaders within the department are attending Prosci ADKAR training to support effective and engaged sponsorship.

Technical alignment
Strategic and technical alignment. Using specific examples, describe how this investment aligns with strategic and technical elements of the Enterprise Technology Strategic Plan. Examples of strategic principles that tie back to tenets of the strategic plan include, but are not limited to, advance digital government, support use of common and shared technologies across agencies, improve the Washington customer experience across digital channels, strengthen privacy capacity in state and local government. Examples of technical principles that tie back to tenets of the strategic plan include but are not limited to; adoption of modern cloud-hosted technologies, provide proactive cybersecurity capabilities, reduce technical debt, expand integration between systems. 
The Department of Health, through the efforts of the Enterprise Architecture Group and the IT Solutions Team, assesses each proposed solution to determine if a SaaS solution that supports low code operations is available that can be leveraged as a shared solution for the agency.  The Agency’s application portfolio is reviewed to determine what products could make use of the solution as well as being evaluated to determine if a product already in use can be leveraged to meet the business need. All acquisitions or builds are thoroughly reviewed by automated tools to determine if the meet accessibility standards and requirements. All products or services are evaluated against a set of requirements that stipulate the solution must embrace open standards, support, and have reusable components, and will be interoperable with other data sources, systems, and products.
The department has engaged in significant cooperative planning and has taken care to consult with the OCIO and ensure the architecture of our cloud environment and security controls align with statewide direction and all applicable policy requirements. Cycles of agile planning and implementation have delivered rapid results and incremental value during the pandemic and are continuing to drive successful outcomes. 
The department’s data strategy is in development, seeking to modernize and integrate public health systems in alignment with the national public health Data Modernization Initiative. The department is an active participant in the Washington Health and Human Services (HHS) Coalition, collaborating with partner agencies and the OCIO on shared goals and investments for maximum efficiency and service delivery.






	Strategy
	Objectives
	Efforts Strategic Alignment Statement – 

	Efficient & Effective Government
	• Advance digital government
• Reduce barriers to access. 
• Improve customer experience across channels. 
• Expand integration between systems. 

	The cloud-based environment with shared tools will greatly reduce the lag time in state, local, tribal and public access to data for decision-making to address the needs of constituents, including vulnerable or underserved populations, and to reduce health disparities. Cloud environment for data analytics and reporting as well as cloud data center will facilitate interoperability and integration among systems.

	Accountable IT Management
	• Promote reuse with in-creased visibility into IT assets. • Reduce technical debt. 
• Align portfolio to statewide architecture. 
• Provide updated view of legacy applications and modernization needs. 
	These investments will help the department develop modern, modular reusable components to better sustain maintenance and operations of the entire portfolio and data ecosystem. Investing in shared solutions to replace legacy systems across public health will shrink our technical debt. 

	IT Workforce
	• Support a diverse, resilient workforce. 
• Develop a workforce training plan for cloud adoption. 
• Create an organizational change management strategy and training plan to address new technology adoption. 
• Increase availability of communities of practice.
	These investments and training on the new tools and technologies available will enable the department, local health, and tribes to support self-service and advanced data mining and analytics, finding insights and patterns to improve healthcare and support decision making. 
The department will proactively leverage change management strategies in support of full adoption and implementation of scientific best practices.

	Enterprise Architecture
	Advance adoption of modern, cloud-based technologies. 
• Support use of common, shared technologies across agencies. 
• Align with WA Government service domains. 
• Create shared hazards data sharing platform.
	These investments support an architecture and solutions that are modular and interoperable and enables the use of shared tools for analytics, data virtualization and data visualization for informed decision-making to address public health issues and emergencies.

	Security & Privacy
	• Collaborate with local government to improve practices.  
	These investments support centralized development of interoperable solutions, shared governance, standardized protocols including centralized management of data security, role-based access, data lineage, and the application of business rules to support small numbers identification and suppression to protect privacy.



Reuse and interoperability. Does the proposed solution support interoperability and/or interfaces of existing systems within the state? Does this proposal reuse an existing solution or existing components of a solution already in use elsewhere in the state? If the solution is a new proposal, will it allow for such principles in the future? Provide specific examples. 

The Department of Health (DOH) applies the guidelines set forth in the Washington State Architecture Handbook, MITA, CDC (SOA) and industry best practices for evaluating proposed solutions to identify opportunities for leveraging support from existing state, federal and commercial systems.  We also ensure a thorough assessment is completed to identify opportunities for reuse of existing components and code during the evaluation of the solution as well as identifying opportunities to create components and services that can be reused in the future.  

The modern cloud hosting environment supports interoperability and interfaces with existing systems within the state. Examples of future interoperability include interactions with local health departments, tribes, federal agencies as well as the exchange of data with other HHS Coalition members’ systems.




Business alignment
Business driven technology. What are the business problems to be addressed by the proposed investment? These business problems should provide the basis for the outcome discussion below.   Describe how end users (internal and external) will be involved in governance and implementation activities.

The COVID-19 outbreak proved that timely and accurate data is critical for public health. Silos of data cannot provide a clear picture of when and where threats exist, and this knowledge is essential for effective rapid response. During the pandemic, the department invested in modern cloud capabilities to manage public health data across disparate technology systems, programs, and organizations. These cloud capabilities for public health data and systems modernization rely on the department’s cloud data center and cloud environment for data analytics and reporting. Ongoing funding is critical to continue supporting public health programs and pandemic response. 

For example, timely health system readiness and COVID-19 hospitalization data is critical for the state to understand health system readiness and to support state and local decision-making regarding COVID-19 recovery efforts. This data supports policy decisions that protect the public’s health and maintains access to acute care hospital services.
Access to COVID-19 vaccines remains a key component to the state’s response and recovery efforts. WA HEALTH ensures members of the public are easily able to access vaccine in their community.

Measurable business outcome. Describe and quantify the specific performance outcomes you expect from this funding request. Provide specific examples of business outcomes in use within your agency, and how those outcomes will be improved because of this technology investment. Does the response align with the measurable business outcomes identified in the Strategic and Performance Outcomes in Chapter 2 of the 2023-25 budget instructions? What outcomes and results, either positive or negative will occur? Identify all Lean initiatives and their expected outcomes. Include incremental performance metrics. 

Ongoing support for disease surveillance, testing, electronic lab reporting, case investigations, contact tracing, and public health interventions is essential.  These foundational activities rely on modern technical solutions and timely and accurate data.  The public, media, and policy makers deserve access to information on demand to protect their families and communities.  Maintaining the investments made during the pandemic will serve us well into the future. 
Hosting public health technology systems in the cloud enables scaling of infrastructure to satisfy the exponential growth in data that we experienced during the pandemic. Our cloud environment also allows for rapid deployment of modern technology to meet emergent needs and enables development of interfaces among systems for accuracy and efficiency. 

Deploying a cloud environment for data analytics and reporting provides:
· Relief to technology systems from the supporting the load of data queries for analytics
· Computing capacity required to run analytics code against very large datasets
· The ability to combine datasets from disparate technology systems to reveal trends, disparities, and other critical insights
· An informatics community of practice to create and share building blocks required to perform public health data analytics that are valuable and interoperable among partners

Decision package urgency
During the evaluation and ranking process, the OCIO will take into consideration, the urgency of the decision package request. Describe the urgency of implementing the technology investment in this cycle and the impacts to business if it does not proceed as planned.

The department is continuing to respond to COVID 19 while other public health threats are continuing and emerging. The pandemic caught us unprepared, and we cannot let down our guard. Maintaining the investments in modern technologies and tools is critical to future public health challenges and emergency response.  

Some examples of impacts if not funded:
Health system readiness – The department would lack of a clear understanding of health system readiness and any fragility within the system. The state would not have a sufficient way to understand hospital bed capacity and resource (e.g., PPE and ventilators) constraints.  
Disease burden – Decreased visibility into the burden of disease, severity of disease and impact on acute care hospitals.
Vaccine access – Decreased community vaccine access as members of the public would not be able to rely on a centralized state platform (Vaccine Locator) to easily identify COVID-19 vaccine availability.
Islands of technology and data silos – Failure to maximize use of the systems in our cloud environment will result in data duplication and inefficient or inaccurate determinations.  



